Customer_Emails_Not_Being_Retrieved

Contents

e ] Scenario Setu

¢ 2 Problem Statement

e 3 Isolation

* 4 What process is responsible for "retrieving" mails?
¢ 5 EIM is not even getting the emails. Is it configured

properly?
¢ 6 Network Connectivity with Mail Server
¢ 6.1 Ping
¢ 6.2 Telnet 113
¢ 6.3 Telnet 25

¢ 6.4 Email Server Config
e 7 Still no emails?

e 8 Why is the Retriever skipping the email?
¢ 8.1 Mail Criteria - Size

¢ 9 Email Arrives at Agent without a body!
¢ 9.1 How High is Too High?

e 10 Resolution

Scenario Setup
Exchange Server

1. Stop POP3 Service
System Console

1. Stop Retriever process
Administration Console

1. Change Partition Setting Maximum Email Size to 1 byte
2. Change Partition Setting Maximum Body Size to 1 byte

Agent PC

1. Send an email from customer@eim.lab to support@eim.lab

Problem Statement

Exchange administrators say emails are sitting on the server and not being retrieved by EIM.

Isolation

First, we need to isolate where the problem lies. Is there something wrong with the email server? The EIM
Servers? Or network connectivity between any of them?

Are new activities being created in the eGActiveDB? Use the following query to check for these new
emails.
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select top(10) egpl_routing_queue.queue_name, * from egpl_casemgmt_activity LEFT OUTER JOIN egpl_rz

In our scenario, no. The mail is never being inserted into the eGActiveDB. This means that we need to move
on to our remaining possibilities:

1. Retriever Process
2. Network
3. Email server

What process is responsible for ''retrieving'' mails?

Retriever process "retrieves" mails from the mail server. Confirm in the System Console that both process
and instance are running.

Then check the retriever logs, where you will likely see some errors about the aliases you have configured:

2011-05-17 17:24:23.357 GMT-0400 <@> ERROR <@> [73:RxInstance id : 999] <@> ProcessId:4664 <@> PIIL
javax.mail.MessagingException: Connect failed;
nested exception is:
java.net.ConnectException: Connection refused: connect
at com.sun.mail.pop3.POP3Store.protocolConnect (POP3Store. java:161)
at javax.mail.Service.connect (Service.java:288)
at javax.mail.Service.connect (Service.java:169)
at com.egain.mail.module.retriever.service.RxProcess.connectToServer (RxProcess. java:2831)
at com.egain.mail.module.retriever.service.RxProcess.retrieveMailsForHost (RxProcess. java:]
at com.egain.mail.module.retriever.service.RxProcess.retrieveMails (RxProcess.java:1386)
at com.egain.mail.module.retriever.service.RxInstance.startInstance (RxInstance. java:114)
at com.egain.platform.framework.dsm.common.ThreadPool$PoolThread.run (ThreadPool. java:112)
Caused by: java.net.ConnectException: Connection refused: connect
at java.net.PlainSocketImpl.socketConnect (Native Method)
at java.net.PlainSocketImpl.doConnect (PlainSocketImpl. java:333)
at java.net.PlainSocketImpl.connectToAddress (PlainSocketImpl. java:195)
at java.net.PlainSocketImpl.connect (PlainSocketImpl. java:182)
at java.net.SocksSocketImpl.connect (SocksSocketImpl.java:367)
at java.net.Socket.connect (Socket.java:524)
at com.sun.mail.util.SocketFetcher.createSocket (SocketFetcher.java:231)
at com.sun.mail.util.SocketFetcher.getSocket (SocketFetcher.java:189)
at com.sun.mail.pop3.Protocol.<init> (Protocol. java:94)
at com.sun.mail.pop3.POP3Store.getPort (POP3Store. java:214)
at com.sun.mail.pop3.POP3Store.protocolConnect (POP3Store. java:157)
7 more

EIM is not even getting the emails. Is it configured properly?

Each "alias" in EIM must be associated with a Retriever instance. This is how the Retriever knows what
emails to pull when it connects to the mail server. Ensure that your alias is associated through the
Administration Console. Note that any changes made here will require a restart of the Retriever instance.

Isolation 2
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rx-instance

H 2

General

Input

Available Inputs Selected Inputs
Ernail Email

eim@Dslab,cisco.com
]

“«

Network Connectivity with Mail Server
Ping

Let's first try the obvious: can you ping the mail server? Since the Retriever process runs on the Services
Server, run the ping from there.

Cancel

sms master data

ID: 122088705

| shortName: |sms

| Mame: |sms

Company: DemoSD3
Direction: Outbound
Converter: SDStandardXSL
CommunicationType: SMS from SD
DateFormat: |

| Encoding: IS0-8850-1 |
|MessageMaxiength: |160 |
IsActive: L

Cancel

Telnet 113

Basic network connectivity is fine. What about port 1137 Try to telnet to it from the Services Server.

e Command Prompt

Microsoft Windows [Wersion 5.2.37981
CC» Copyright 1?85-2003 Microsoft Corp.

C:~Documents and SettingssCIMAdminX*telnet eimAD 113

Connecting To eimADl...Could not open connection to the host, on port 113: Connec
t failed

C:~Documents and Settings“CIMAdminX>_

Telnet 25

Something is wrong with port 113. Can you reach port 25?

EIM is not even getting the emails. Is it configured properly?
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Telnet eimAD

228 eimAD.eim.lab Microsoft ESMTP MAIL Service,. Uersion: 6.8.3798.3959 ready at !
Sun, 19 Jun 2011 B85:46:52 —-B@400 l

Something is wrong with the POP3 server on port 113. (Note: This is assuming you've verified that the
customer is using POP3 and not IMAP, which would typically be port 143).

Email Server Config

Check the status of your POP3 Service: is it running?

%, Services o ] [

File  Action Wiew Help

<::""||@|@|P Il m

% Services (Local) Mame / | Descripkion | Skatus | Sktartup Tvpe | Log On As il
%License Logging Monitors a... Disabled Metwork 5...
%Logical Disk. Manager Detecks an...  Started Autamatic Local Sysker
%Lugical Disk Manager Administrat,.. Configures. .. Manual Local Systen
%MEHFEE Frarmework Service Shared co...  Started Autamatic Local Systern

%Messenger Transmits ... Disabled Local Syster
%Micmsuft Exchange Event Monitors Fo... Manual Local Systen
%Micmsuft Exchange IMAPY Provides In... Starked Aukomatic Local Systemn
%Micrusnft Exchange Information ... Managest...  Started Automatic Local Syster
%Micmsuft Exchange Management  Provides E...  Starked Aukornatic Local Systen
%Micmsuft Exchange MTA Stacks Provides Mi... Starked Aukornatic Local Systen

e Provides P, .. &ubornatic Local Sysk
%Mlcmsuft Exchange Roukting Eng... Prowides to... Started Autamatic Local Syster
%Micmsuft Exchange Site Replicat... Disabled Local Systen
%Micmsuft Exchange Swstem Atke... Provides m... Started Automnatic Local Syskerr
%Microsoft Search Creates ful...  Started Autornatic Local Sysker
%Micmsuft Software Shadow Cop... Manages s... Manual Local Systen
%Net Logon Maintains a... Starked Aukomatic Local Systen
hlatrdaastbife O aranba Daclban Sh Frizhlar =2r Mic=hlad I meal Sacka i
i) [

Extended :i\ Standard ,.-"‘

This can also be seen from the Exchange System Manager and started from there.

Telnet 25
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Still no emails?

Your POP3 server is fixed and running, but the emails are still not entering the database and being routed to
agents. What is the Retriever doing? Log in as PA and set up a System Monitor for the Retriever Process
from the System Console.

1. Name your monitor
Properties: Retriever Monitor

SIE

eneral | oiacts | attributes | Natification |
Mame Walue
Marne * Retrigver Monitor
Description
Start bype * Manual
Motification freguency (Minutes) * 30

[ |

HE

General

Objects |nttributes | Matification |

Available objects Selected objects

3

kb-impart-instance | Mame & .bath

5 P > | . 5
Listenat-instance ~ | rx-instance Types - Instances - rx-instance
23 |

rx-instance

scheduler-instance (<]
ss-article-ranking-instance «
Lcum

workflow-cache-instance

workflow-instance

=

2. Select the rx-instance object
Properties: Retriever Monitor

3. Select the attributes:
1. Throughput
2. Unable to Send

Email Server Config
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3. State
4. Last Run Time

5. Emails Skipped
Properties: Retriever Monitor
General | Ohijects Attributes Motification I
Available attributes Selected attributes
niEanes
i~ Mame A Path
Emails Skipped 3
Thraughput Types - Instances - Throughput
Host ID b
Unable ko Send Types - Instances - Unable ta Send
Host Marme
< Stake Types - Instances - State
Instance ID —_r
Lask Run Time: Types - Instances - Last Run Time
Instance Mame
Emails Skipped Types - Instances - Emails Skipped
Last Run Time
Pending
- - v.

4. Save, then Run your monitor. You see the mail initially pegged under "Pending" before transitioning
to "Emails Skipped"

{= Retriever Monitor, - Windows Internet Explorer EII'EI[S_TI
!g‘ eimweh Vi B[ #]| x| & | i

‘fou can expand or collapse different sections of this monitor window, The window will automatically refresh every 30 seconds,

If the properties of this monitor have been edited, then close this window and run the monitor again,

E__j Instances

Throughput Unable to Send State Last Run Time Emails Skipped
StOQ [‘] o 0 Running o i}
Alias Mame Instance Id State Thruput Pending Last Run Emails Skipped
suppork@eim, lab 999 Active 1] o 1] 1
< >
Ok Refresh Help

Why is the Retriever skipping the email?

The logs bring clarity to this condition. The Retriever sees the email but considers it a "Large Email."

2011-07-13 16:35:45.514 GMT-0400 <@> INFO <@>
2011-07-13 16:35:45.514 GMT-0400 <@> INFO <@>

[75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:

[75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:
2011-07-13 16:35:45.530 GMT-0400 <@> INFO <@> [75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:
2011-07-13 16:35:48.295 GMT-0400 <@> INFO <@> [75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:
2011-07-13 16:35:48.295 GMT-0400 <@> INFO <@> [75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:
2011-07-13 16:35:49.077 GMT-0400 <@> WARN <@> [75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:
2011-07-13 16:35:49.077 GMT-0400 <@> WARN <@> [75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:
2011-07-13 16:35:49.092 GMT-0400 <@> INFO <@> [75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:

Mail Criteria - Size
One restriction placed on emails coming in to the system is size. Administrators can configure the maximum
email and body size of emails being processed. Note: The Retriever Instance must be restarted for these

changes to take effect.

¢ "Maximum email size for retriever (bytes)" WILL prevent an email from arriving. Emails exceeding
this limit will not be retrieved from the mail server.

Still no emails? 6
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¢ For example, if a SMB email is on the server, and the Maximum Email Size is set to 2MB,

then the Retriever will not pull the email off the server.
H 2
g Attributes
Setting Mame Subtype A Mame Value
Murnber of emails ko retrieve Email retriever - String mail. rettiever, emailsize [
Maximurn email size for retriever (bytes) Email retriever Description Maximum email size For retriever (bytes)
Maximurn body size for retriever (bytes) Email retriever Defadl value 2097152
Message note For large body Emnail retriewver Walue * 1
Invalid chars list Ernail retriever Can be reset at lower level Mo LI ]
Action for large email Email retriever Data kype of value Integer LI
Parse date in email header Ernail retriever bl Maimurn value
Process start timeout (seconds) General Minirmum value 1]
“ ~

A notification email will be sent to EIM administrators informing them of the large email.
&' Cisco Retriever - large email has been received!! - Mozilla Thunderhind

File Edit Miew Go Message Tools Help

ﬂ’ Gek Mail ~ |_/1)Write Address Book “"\::. Tag~

==
from  eim@dslab. cisco.com [ @ reply l i [ |.€_| Forward] l E@ archive] l l:[—lD junkl [ x delsts
subject Cisco Retriever - large email has been received!! 11:43 Al
to CIMAdmin@dslab. cisco,com @ okher actions ~

Emmail was too large. It has not been retriewved from the wail server (it has been skipped) .
Email details:

Addressed to: eimfdslab.cisco.com

Fent by: testcustidslab.cisco.com

Emmail subject: Test Ewail Exceeding Max Email 3ize 1B

=

¢ [n this scenario, we can see that our "Maximum email size for retriever" is incorrectly set to 1 byte.
Log in as PA to reset this to a more reasonable value such as the default of 2097152 bytes, and restart
the Retriever Instance.

¢ Log in as an agent and go ready for other channels to receive your email.

Email Arrives at Agent without a body!

Emails are finally being pulled off the mail server, but the body appears to agents as "Email body was too
large. It is saved as an attachment.” Agents must click the "View Attachments" button to open the email in a
new window.

Mail Criteria - Size 7
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y . [ ‘Reply -~ | | Send & Complete | ‘ Send | Complete |Mnm - |
Activity 2 View Attachments - Wehpape Dialog, @
. Fram; [Originating Entry Point - eim@DSlab, cisco.com] -
o] ) H
e 2 To: testcust@dslab, cisco, com =
(2] Ta: Blocked Status File Name Subject: Re: Tesk Emal Max Emal Size 512bytes
Customer e [l Unblocked Anonymous_Attachment bkm o .
3 - E= - E- i
B subjec] | [l Unblocked winter jpg .3 - & 9 4B oW B3
i Activit Unblocked Water liies. jpg
12 0 --Original Message-—
(5 | prioity| | [ | nblocked Sunset by ] From: testrust@dslab.cisco.com
audic Cass1} |l Unblocked Blue il jpg Date: 5/27/2011 2:33:23 PM
pssigng | [ | Unblocked Attachment1,1.htm To: eim@dslab.cisco.com
=] Subject: Test Email Max Email Size S12bytes
KB Cantac
Departs Email body was too large. It is saved as an attachment
Classify Duecn ]
Due at
&£
Links
o Email body|
Uset name: DMaring | Langu Ready Open activities: 1, 0 | Open cases: 1

The Retriever logs show a different warning message, this time stating that the content is too large:
2011-07-13 16:43:12.353 GMT-0400 <@> WARN <@> [75:RxInstance id : 999] <@> ProcessId:7108 <@> PID:

We have another configuration item to check.

¢ "Maximum body size for retriever (bytes)" will NOT prevent an email from arriving. It will simply
take a large-body email and convert it to an attachment.
¢ For example, if a I00KB email comes in, and the Maximum Body Size is set to 512 bytes,

then EIM will convert the email (text, images. etc) to attachments.

HE
Genergl AHTrbutes
Setting Mame Subtype & Mame Yalue
Maximum body size Far retriever (bytes) Email retriever i Skring mail.retriever. bodysize
Message note For large body Email retriever Diescription Maxirmum body size in byte retriever
Invalid chars lisk Email retrigver Default value 102400
Action For large email Email retriever Yalue * 1
Parse date in email header Email retrigver Can be reset at lower level Mo LI
Process start timeout (seconds) General Data bype of value Integer LI
Cobrowse server host name Cobrovese — Mazximum value
Update External Attachment service update interv. .. Knowledge base IMinimu value 1}
g

¢ In this scenario, we can see that our "Maximum body size for retriever" is incorrectly set to 1 byte.
Log in as PA to increase this (default 102400 bytes) to allow email bodies to show in the reply pane,
and restart the Retriever Instance.

How High is Too High?

Note that setting the body and email sizes too high may cause issues with the Retriever process. For example,
assume the Max Email and Max Body sizes were both set to 300097152 bytes.

An extremely large text email could cause the Retriever's java process to crash. In the below example, we can
see that a 16.3MB text email has singlehandedly brought down the Retriever process.

Email Arrives at Agent without a body! 8
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Large Email.eml Properties

General ! surmmaty

@ i Large Email,eml |

Type of file:  Thunderbird Document:

Opens with: @ Thunderbird

Location: Z:A\Documents and SettingstRDPUser2iDeskiop

Size: 16,3 MB (17,117,638 bytes)

Size ondisk: 16,3 ME (17,121,230 bytes)

Created; Today, June 05, 2011, 2:51:12 PM
Modified: Today, June 05, 2011, 2:51:12 PM

Accessed; Today, June 05, 2011, 2:51:12 PM

Atkribukes:

(] 4 ] [ Zance

2011-06-05 14:51:17.077 GMT-0400 <@> INFO <@> [66:RxInstance id : 999] <@> ProcessId:2304 <@> PID:
2011-06-05 14:51:17.077 GMT-0400 <@> INFO <@> [66:RxInstance id : 999] <@> ProcessId:2304 <@> PID:
2011-06-05 14:51:17.155 GMT-0400 <@> INFO <@> [66:RxInstance id : 999] <@> ProcessId:2304 <@> PID:
2011-06-05 14:51:17.155 GMT-0400 <@> INFO <@> [66:RxInstance id : 999] <@> ProcessId:2304 <@> PID:
2011-06-05 14:51:17.921 GMT-0400 <@> WARN <@> [66:RxInstance id : 999] <@> ProcessId:2304 <@> PID:
2011-06-05 14:51:24.640 GMT-0400 <@> ERROR <@> [66:RxInstance id : 999] <@> ProcessId:2304 <@> PIL
java.lang.OutOfMemoryError: Java heap space

at java.lang.AbstractStringBuilder.expandCapacity (AbstractStringBuilder.java:99)

at java.lang.AbstractStringBuilder.append (AbstractStringBuilder. java:393)

at java.lang.StringBuilder.append(StringBuilder. java:120)

at com.egain.mail.module.retriever.Parse.parseTextPart (Parse.java:1196)

at com.egain.mail.module.retriever.Parse.dumpPart (Parse. java:760)

at com.egain.mail.module.retriever.Parse.parseEmail (Parse.java:347)

at com.egain.mail.module.retriever.service.RxProcess.parseEmail (RxProcess.java:4345)

at com.egain.mail.module.retriever.service.RxProcess.retrieveMailsForHost (RxProcess. java:]l

at com.egain.mail.module.retriever.service.RxProcess.retrieveMails (RxProcess. java:1386)

at com.egain.mail.module.retriever.service.RxInstance.startInstance (RxInstance. java:114)

at com.egain.platform.framework.dsm.common.ThreadPool$PoolThread.run (ThreadPool. java:112)

Note that the retriever process will automatically restart, but will not attempt to pull that mail again by
default.

2011-06-05 15:06:24.155 GMT-0400 <@> INFO <@> [47:RxInstance id : 999] <@> ProcessId:2364 <@> PID:
2011-06-05 15:06:24.155 GMT-0400 <@> INFO <@> [47:RxInstance id : 999] <@> ProcessId:2364 <@> PID:
2011-06-05 15:06:24.218 GMT-0400 <@> INFO <@> [47:RxInstance id : 999] <@> ProcessId:2364 <@> PID:
2011-06-05 15:06:24.218 GMT-0400 <@> INFO <@> [47:RxInstance id : 999] <@> ProcessId:2364 <@> PID:
2011-06-05 15:06:24.608 GMT-0400 <@> INFO <@> [47:RxInstance id : 999] <@> ProcessId:2364 <@> PID:

How High is Too High? 9
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Also note that EIM's action on large emails can be changed to delete instead of skip from the Administration

Console:

HE

I Attributes

General

Setting Mame

Exception mail redirection to address
Action on exception emails

Action For large email

Exception mail maximum file size (ME)
Action on spam emails

Maximurn enail size For retriever (bytes)

Subbype A

Email retrigwver
Email retriever
Emnail retriever
Email retriewver
Email retriever

Email retrigwver

Properties: Partition Settings Group

Mame

Skring

Descripkion

Default value

Value *

Can be reset at lower level

Daka byvpe of value

Walue
mail.retriever.largeemailaction had
Action For large email

Skip and notify

Skip and notify e

Delete and notify
Sk 1ol notify

=1 [n] -

Resolution

In this scenario we focused on the troubleshooting required when emails are not being pulled into EIM.

¢ [ssues with POP3 server (note: the same logic could be applied to IMAP servers, with different port

numbers)

e Maximum Email Size configured on EIM preventing message retrieval
e Maximum Body Size configured on EIM preventing display of messages in Agent Console's reply

pane

Resolution
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