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Table: Web Ports lists the ports that have to be opened internally and externally so that internal and external
customers can use the web.

Table: Web Ports

Port Number Description
TCP port 80 HTTP
TCP port 443 HTTPS
TCP port 1935 Web conferencing (optional, but recommended)

Table: Voice Ports lists the ports that have to be opened internally (assuming that your Cisco Unified
Communications Manager is internal) for voice.

Table: Voice Ports

Port Number Description
TCP port 1720 H.323 host call
UDP port 5060 SIP
UDP ports
16384-20480 Voice RTP streams

UDP ports
20480-24576 Video RTP streams

TCP ports
32768-61000 Ephemeral port range for the system

TCP ports
62000-62999 H.323

TCP port 2000 SCCP communications with Cisco Unified Communications Manager (if using Cisco
Unified MeetingPlace Express VT)

UDP port 69 and
32767

TFTP download from Cisco Unified Communications Manager (if using Cisco
Unified MeetingPlace Express VT)

Table: Application Ports lists the ports that need to be opened only if you use the application.

Table: Application Ports

Port Number Description
TCP port 22 SSH
TCP port 25 SMTP
TCP port 110 POP3
UDP port 123 NTP
UDP port 161 SNMP
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For specific information about segmented meeting access (SMA) ports, see Port Configuration for SMA.
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